The Internet, wireless
networking, you, and the
police

Imagine that you’re sitting at home one night and there
comes a knock on the door. You go to see who it is, and it’s
a group of police officers. They tell you that someone in
your house has been downloading child pornography and
that they have a warrant to search your house. Or they tell
you that someone in your house has been sending
threatening email to the Prime
Minister. Or they tell you that
someone at your home has been
trying to hack into Department
Of Defence computers. They
confiscate your desktop
computer, your laptop
computer, your ADSL modem,
and your printer. They put all
the CD-ROMs they can find
into a box and take them, too.
Finally, they take you and all of
the members of your family
down to the police station for a
chat.

How can this happen?

Well, let’s say that you didn’t do any of the things the
police claim. How can they come to the idea that they
should be knocking on your door and talking to you?

Here’s one way which your computer, or your home or
office network, could become involved in a crime without
you realising it.

Wireless insecurity

When you sign up with an Internet Service Provider (ISP)
to get an Internet connection so that you can browse the
Internet, send and receive email, or play Internet games,
you also take responsibility for how that connection is
used. If you actually do any naughty things, the police can
find out where the naughtiness is coming from, then
contact your ISP to get your home or office address, and
then they come around for something that’s definitely not a
social visit.

In fact, any naughtiness which has to do with your Internet
connection !  whether it’s done by you personally, or by
other people in your home or office ! risks a visit from
the boys-in-blue.

One of the unfortunate things we see here at Computer
Troubleshooters, is a large number of people who don’t
think about this responsibility when they install wireless
networking.

Wireless networking allows people who aren’t physically
connected to your network (i.e. with a cable) to use your
Internet connection. This can sometimes be great if you

want to avoid wires lying around
everywhere, or for friends, family
or colleagues who have laptop
computers which they carry from
room to room.

But other people nearby might try
using your wireless as well. People
parked outside, or people next door,
or upstairs or downstairs from you
might be in range of your wireless
network. You can stop this easily by configuring your
wireless equipment (router, bridge, laptops and so on) to
use wireless security. Wireless security prevents people
who don’t know your wireless password from using your
Internet connection.

If you don’t use wireless security, someone could park near
your house, connect wirelessly to your network, send email
threats or download kiddie porn, and then drive away
without you even knowing that it happened... until you get
that knock on the door, of course.

The best form of wireless security at the moment is called
WPA. There used to be an older system of wireless
security called WEP, but there are plenty or programs
around now which evil-doers can use to break through
WEP.

To avoid your Internet
connection being used by
someone you don’t know,
configure your laptops and
your wireless router to use
WPA. You’ll need to invent
a password and enter the
same password in each of

your devices. Pick a
password that’s hard to
guess (don’t use
“password”, for example).
Your own files
compromised

Having other people use your Internet connection isn’t the
only risk from an insecure wireless configuration. If you
share data between your computers at home, some stranger
might also hook up to your wireless and take copies of
your data, too.
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Computer Troubleshooters can help

If you have any questions, or would like some assistance
with security for your computer or network, Computer
Troubleshooters is happy to help. Just give is a call on
9371-7888, or come and see us at shop 2, 655 Old South
Head Road, Rose Bay, 2029.
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